Cuctema IDS/IPS Ha mapwpyTtusaTtopax ESR
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KomnneKcHble pelweHna Ana nocTpoeHna ceTel

e Pa6ora c TpaduKom B pexkumax IDS u IPS

* PaboTa c TPaH3UTHbIM U 3ePKaNUPOBAHHbIM TPAPUKOM

e Bbirpyska pesynbratoB aHanusa Tpaduka B SIEM no npotokony Syslog
» TubKoe ynpaBneHue nogkaouyaembimmu Kateropuamu IDS/IPS-npasun
e PerynapHbie 06HoBneHuA IDS/IPS-npasui oT KOMMEpPUYECKUX

NOCTaBLLUKOB

e B03MOKHOCTb 3arpy3ku IDS/IPS-npaBun U3 nonb30BaTeNbCKUX
MUCTOYHUKOB

« CospaHue nonb3oBatenbckux IDS/IPS-npaBun yepes BCTPOEHHbIN B ESR
KOHCTPYKTOP

Intrusion Detection System (IDS, cucrema o6HapyKeHuns BTOPXKEHUIT) — NporpamMmHas cMcTema CeTeBOM M KOMMbIOTEPHOMN
6e30nacHOCTM, OBHAPYKMBAIOLLAsA BTOPMKEHUSA WAWM HapylieHus 6e3onacHocTu. E€ normyeckmm pasBuUTMEM ABASETCS
Intrusion Prevention System (IPS, cuctema npeaoTBpaLLEHUA BTOPXKEHUIA) — NporpammHan cMcTema CETEBOM M KOMMbHO-
TepHoW 6e30nacHOCTM, NPUHUMAIOLLAA MepPbI K BbIAB/IEHHbIM HapyLIeHNAM 6e30MacHOCTU 3aLMLLLAEeMOro CErMEeHTa CETHU.

YcrpoiictBa cepumn ESR — 370 cepBUCHbIE MapLIPYTU3ATOPbI, CNOCOOHbIE BbIMOMHATH LWMPOKUIA KPYT 3a4a4, CBA3AHHbIX C
ceTeBOM 3aLWMTON. K/toueBbIMM 3neMeHTaMM ABAAIOTCA CPeACTBa annapaTHOro yckopeHua 0b6paboTkM AaHHbIX, NO3BOAAIO-
LMe [OCTMYb BbICOKOTO YPOBHSA MPOU3BOAMUTENIbHOCTU. JIHEMKa yCTPoCTB cepumm ESR BKIOYaeT B cebs LUMPOKUIA accopTu-
MEHT MoZeNiei C pa3HOM MPOM3BOAUTENBHOCTbIO, YTO MO3BOJIAET MUCMOAb30BaTb MX KaK B aBTOHOMHbIX PeLleHUAX A/A
Masioro v cpefHero 6usHeca, Tak U B KPYMHbIX pacnpeaenEHHbIX CeTAX.

PeweHue IDS/IPS B ESR no3BonseT yCTaHOBUTb Ha rPaHULLE CETM MapLLpyTM3aTop, crnocobHbIi onpeaenaTb U npeaoTspa-
WaTb aTaKM Ha 3aluumLLaemble CeTU. TakKe OH MOXKeT ObITb YCTAHOB/IEH BHYTPU CETU B KAYeCTBE MeXKCETEBOr0 3KpaHa, YTo
MO3BOJIAET YMEHbLWMTb HaKNaZHble pPacxodbl HAa MapuwpyTusauuto. ObbeanHeHne ¢GYHKLMOHANAbHOCTEM FPAaHUYHOrO
MapLLpyTM3aTOpa K MeXceTeBOro akpaHa B ESR no3sonaeT npefoTepaLlaTh aTaknm Ha CAaMOM PaHHEM 3Tane 1 3almLwaTh Bce
3NeMeHTbI CeTH.

TexHonorum Kaspersky SafeStream i
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Kaspersky SafeStream Il — 370 TexHONOIMA NOTOKOBOrO CKAHMPOBAHMA HA YPOBHE CETEBOTO LUIO3a, NpeaHa3HayYeHHana ans
06HapyKeHUA Hanboiee onacHbIX U LUMPOKO PACMNPOCTPAHEHHDIX YIPO3 B PEXKMME peasibHOro BpemeHu. [JaHHas TeXHO10-
rmsa obecneynBaeT 4OCTAaTOYHO 3GDEKTUBHYIO HEUTPAIN3ALMIO YIPO3 B COMETAHUM C MAKCMMa/IbHOM NPOM3BOANTENbHOCTLIO
peleHuns.

Bnarogaps 1cnonb3oBaHUO MHOPACTPYKTYPbl H6e3sonacHocTn «JlabopaTopum Kacnepckoro», B Tom umcne obsavyHoro
«KoNNeKTMBHOro pasyma» Kaspersky Security Network, ESR ¢ nogaep:kkoi Kaspersky SafeStream Il cnocobeH ob6Hapyu-
BaTb BpeaoHocHoe MO Bo Bcex Tunax Tpaduka (web, email, P2P, cepBMCbl MTHOBEHHOIO 0bMeHa coobleHMAMN 1 T.1.).
B pesynbrate obecneumBaeTca 3alMTa N0Ab30BATENEN OT CaMblX OMACHbIX KWbepyrpos, B TOM YMcae Yrpo3 HYNeBOrO AHA,
nporpamm-wndpPoBabLLMKOB, 3aParKEHHbIX CAUTOB U APYIMX TUMOB Yrpo3.

Ha6opbl npasun
[na cuctembl IDS/IPS cepBUCHbIX MapLLPYTU3aTOPOB ESR npeaioxeHbl cneaytoLpme Kateropum npasuma:

e [aHHble o penyTtauuun IP-agpecoB — Habop IP-aapecoB c KOHTEKCTHOM MHbOPMaLMeEN, coobLLatoWEen 0 NOA03PUTENb-
HbIX M BPeAOHOCHbIX y3/1aX;

« URL-agpecaBpenoHOCHbIX cCbiNOK — Habop URL-aapecos, COOTBETCTBYHIOLLMX OMACHbIM CCbI/IKam 1 Beb-caTam;

e URL-agpeca ¢UWKMHIOBbIX CCbIIOK — Habop URL-agpecos, pacno3HaBaembix «JlabopaTopuerr Kacnepckoro» Kak
duwmHrosble. JOCTYNHbI 3aNMCK C Mackamu 1 6e3 Macok;

e URL-agpeca KomaHAHbIX cepBepoB 60THeTOB — Habop URL-aapecoB KOMaHAHbIX cepBepoB HOTHETOB M CBA3AHHbIX C
HUMW BPEAOHOCHbIX 06 BEKTOB;
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Ha6opbl npasun (npogomkeHue)
e URL-agpeca wundpposanbwmnkos — Habop URL-agpecos wndpoBanbLMKOB;

e X3wwu BpeAOHOCHbIX 06beKTOB — Habop $aiioBbIX X3LLel, OXBaTbIBAOLWMIM Hanboee onacHble U PacnpOCTPAHEHHbIE, a
TaKye CaMble HOBble BPeAOHOCHbIE NMPOorpaMmbl;

e X3wwu BpefoHOCHbIX 06beKTOB A1 MOB6U/IbHBIX YCTPOICTB — Habop GpannoBbIX Xalen Ana obHapyKeHUs BpeaoHoC-
HbIX 06bEKTOB, 3aparkatoLLMX MOBUIbHbIE YCTPOMCTBA;

e [JaHHble 0 TpoAHuax P-SMS — Habop xawen TPOAHUEB C KOHTEKCTHON WMHbOpmaumen ana obHapyKeHuAa SMS-
TPOAHLEB, KOTOPble 3BOHAT C MOOU/bHbIX TeflepOHOB Ha MIATHble HOMEPA, @ TaKKe NO3BOAIOT 3/10YMbILUIEHHUKY

nepexsaTtbiBaTb SMS-coobLLeHNs, 0TBEYATb HA HUX U YAANATb UX;

* URL-agpeca KOomaHAHbIX cepBepoB 60THETOB ANA MOBUAbLHBIX ycTpoilicte — Habop URL-aapecoB ¢ KOHTEKCTHOM
MHPOPMaLMel ANA BbiABAEHMA KOMaHAHbIX CepBepoB 60THETOB, UCMOb3YHOLLMX MOBUNbHbIE YCTPOWNCTBA;

* URL-agpeca Be6-caliToB, MCNONb3yeMbiX A pa3sMelleHUA BPeAOHOCHbIX MPOrpamMm, 3apaKaloLmnx yCcTpoiicTea
Internet of Things (IoT).

IDS/IPS npasuna ot PT Search Security Center

® positive technologies

KomaHza cneumannctoB aKCNepTHOTO LeHTpa KubepbesonacHocTu Positive Technologies Expert Security Center (PT ESC)
co3gana Habop YHUKaNbHbIX NPaBUA ANA BbiABAEHUS KMOepyrpos, HanmcaHHbIX C MOMOLLbIO CUHTAKCKCa A3blKka Suricata.
Habop BkatouaeT 6osiee 6000 npasua. dkcnepTbl PT ESC perynsipHo 06HOBAAIOT M AOMNOHAOT €ro MO UTOraM pacciegoBaHNMi
peanbHbIX aTaK U B XO4Ee N3yYeHUs AesATeIbHOCTM U MHCTPYMEHTOB XaKepPCKUX FPYNMUPOBOK.

Mcnonb3oBaHMe CepBMCHbIX MapLipyTm3aTopos ESR ¢ npasunamu PT ESC gaeT KOMNaHUAM BO3MOXKHOCTb BbIAIBAATb MCTOY-
HWKW NOA03PUTENbHOTO TPpaduKa, BPeAOHOCHYIO aKTUBHOCTb M aHOMa/IMM B CETU, a TaKXKe 0BHapPYKMBaTb SKCMAyaTaLUIo
YA3BMMOCTEN M NpeaoTBPaLLATh aTakM XaKepoB..

Ha6opbi npasun

[na cuctembl IDS/IPS cepBrcHbIX MapLupyT13aTopoB ESR npea/ioskeHbl chesytolpe KaTeropum npasu;

e Ataku Ha MHPACTPYKTYpPY — Habop cUrHaTyp AN 0BHAPYXKEeHUA aTak Ha BHYTPEHHIOW MHOPACTPYKTYPY KOMNaHUMK,
Hanpumep, pa3BeaKy BHYTPU AOMEHA, NOA60pP YYETHbIX 3anucel U Naponel, yaaneHHOoe BbINoJHEHME KOMaHZ, Ha y3/ie 1
rOpM30HTasIbHOE NepemeLLeHME No CeTH;

« BpeaoHOoCHoe nporpammHoe obecneyeHne — Habop CUTHATYP 419 OETEKTUPOBAHMA AENCTBUA BPEAOHOCHbIX Mpo-
rpaMm B CETU KOMMaHUW;

o [ocTtyn u3HyTpu — Habop curHaTyp A8 0O6HapYKEHUA UCMOb30BAHWUA CKPbITbIX KAHANO0B Nepeaayn AaHHbIX OT B3/10-
MaHHOM MHPACTPYKTYPbI K CEPBEPY aTaKyloLWWero: pasinyHole reverse shell, B Tom uncne ncnonbsytouwme wmnedposaHue,
DNS-TyHHenu, a TakKe pas3/inyHble CAMOMUCHbIE MPOTOKO/bI.

*  WHCTPYyMEeHTbI BbINOJIHEHUA aTaK — Habop CUrHaTyp A1 0O6HapPYKEHUA UCMNOIb30BAHMA UHCTPYMEHTOB aTaKyHOLLMX.

MpaBuia NO3BOAAIOT AETEKTUPOBATHL NPUMEHEHME BCEX MOMYAAPHbIX XaKePCKMX MHCTPYMEHTOB, BK/touan Cobalt Strike,
Impacket, Koadic, CrackMapExec, Empire, Powerspoit, Metasploit, I[dapper n BloodHound.
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Bce nepeuncneHHble Habopbl NPaBW NPEAOCTABAAIOTCA MO IMLEH3UM C OTrPaHUYEHHBIM CPOKOM AeNCTBUSA. MUHUMAIbHBbI
CPOK AeNCTBUA NLEH3UU OAMH FOA, B Aa/ibHENLWEM €€ MOXHO NPOANUTb UAN PaCLUMPUTb. JINLEH3UA MOXKET ObiTb ABYX
TUNOB — WHAMBMAYaNbHAA W rpynnosad. MHAMBUAYyaNbHaAA NMLEH3USA MO3BOAAET NosyyaTb Kommepuyeckue IDS/IPS-
npaBuna gnsa og4HOro KOHKPeTHoro ycTpoicTea ESR, a rpynnosasa — cpasy 4719 HECKOMbKUX YCTponcTs ESR.

[ns paboTbl Mo rpynnoBoi nvueH3um npegoctasnsetca MO EDM Issue, no3sonstoee aBToOMaTUYECKM BKIOYATbL B paboTy
HoBbI ESR B pamKax AeMncTBytowen NMueH3nn. Takum obpasom, afiMMHUCTPATOP MOXKET cam BblbMpaTb ycTpolicTea ESR,
KoTopbim byaeT goctynHa 3arpyska IDS/IPS-npasu B pamkax CBOe opraHmnsaLmm.

Mpumep paboTbl pasnNUHBIX BapUAHTOB /IULLEH3UPOBaHUA
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MHdopmauma ana 3akasa

[na pononHutenbHoM MHPOpMaLLMK, a TaKKe [/15 3aKasa UM TECTUPOBaHUA 060pyA0BaHMA 06paLLaTbCA Hanpamyto B «3/TTEKC».

0 komnaHuu ELTEX

Npeanpuatne “INTEKC” — BeAyWw Ml poOCCUINCKUI pa3paboTyuK u

‘ ﬁ dan npou3BoOAUTENb KOMMYHUKALMOHHOrO obopyaoBaHua ¢ 30-netHen
uctopueii. KOMNAEKCHOCTb pelleHuit U BO3MOMKHOCTb MX HecloBHOM
MHTerpaumm B MHGPACTPYKTYpy 3aKasumMKka — NPUOpPUTETHOE HanpaB/eHne
Pa3BUTMA KOMMAHUMN.

3 Poccus, r. HoBocmbupck, yn. OKpy:kHas, 29B
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